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TECHNICAL FIELD 
to personal identifiers for protecting video content. 
BACKGROXJND 

.1- • »^n™rticeofinadvertently or purposely 
ur. it is easy to fall into an unauthonzed practice ot in 
commonplace. It IS easy w 

. t Althoueh various techmques have been 
redistributing proprietary video content. Although 

d for discouraging unauthorized redistribution of video content, 
implemented or proposed for discouragmg 

. rvntion or copy protection schemes, such mechamsms are generally complex 

:ran:tal.fore.ample.di.tal — mayusec.^^^^^^^^^ 

t thev mav later be identified as illicitly copied, even 
«,htlv alter video images so that they may laier o 

. ^ot be perceived by the hum^ eye. A watermark typically 
when the watermarking camiot be perceive y ,„,tent itself 

Tell .» - " " """""T 

:l .... ^ " " 

video content without authorization. 
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SUMMARY 

S*ie« — P»»... 

MSM743US 



lee®hayesp» 



2,1 unauthorized redistribution. 

BRIEFDESCRIPTIONOFTHE DRAWINGS 

Fig 1 isagraphicrepresentationofvideo content branding. 

f «emolary video content branding system. 
Fig 2 is ablock diagram of an exemplary vio 

image of video content. 

Fig 5 is a block diagram on an exemplary branding engine. 
Pig6isablockdiagramofanexemplaryprogressivebrandingmodule520. 

♦,.inn of scaling various brands to various program 
Fig. 7 is a graphic representation of scaling 

. ,on of scaling various brands to a user's history of 
Fig. 8 is a graphic representation of scaling van 

unauthorized dissemination of video content. 

deterunauthorizeddissemination. , ,f Wing video content 

Fig. 10 is a flow diagram of another exemplary method of branding 

to deter unauthorized dissemination. 
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DETAILED DESCRIPTION 



■■==--~-.:::r:rrr. 

, .hie ("legible") when the video content is displayed. 

~:Trrrr:r:;:: 

the video content is unauthorized or illegal. The suhje 

. u M.n„ld be used for the tracking purposes as well. 

ft™ an owner, broadrasler, provider, etc., vraeo 
1 Meme. ^ (-P) — 
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Branded video content threatens 

t<.nt to the video content owner or 
, inan over the video content might block some 
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locMedonaborferof.Naoo u displavrf on many 

. . . TO user when the video oonlent B aispiayeo 
which ia not vmhle » a TV user wn 

. . v» ■n,.».oM™siv. border ean be the.™ outside .he ».l.s»f 

:"wed...deoeo.,»t.eo^^^ 

liria.pP-e.ta„d,e.b,ewhe„the.d»eo.»tia.ap^ 

^ 1 ^.a tet^ion^.- 

,lL,..a»cohten..d>apU,.. Meith^ 
i„ this case the brand may be apparent eaeh ume IK VI 

. H ....,ea,^r"forns»swh.wish.o.voidhav,„g.he,rpers«»l 
case, the b,««. provdes a fea, 6«» ^ ^ 

identity inf»ma,ion bonded onto video conten. to b. redtam 
.^hor..r.,oaded,ntotbepnb,,cdo™ain„„~ 

- one in^iement^io. ^^Xri J^.^di„.».ne.o 
i„.™.,ionse„.by acntentprovderor^,™ ^^^^^^^ 

diating-BSh beh.een vide, programs to bra»i wrth p 

unbranded. The metadata can also specify 

moreintensebrandcanbeapplied. 

..eimp— o..snb.tma„^a.«^^^-^^^^^ 

^^.mv-ysb^n....^^^ 
^ggin, bastion an end nser a reco ^ ,^^„^ „^„, „ 
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. u- t matter aims to deter mainsf^am copying and unauthorized 
The described subject matter aims lo 

a. a foolproof method of stoppmg unauthonzed 

wo*ap.«.Uon.en.p.r..em,gl«fe«*a „„„ *c vid«. c»„.e»< 

\ 00 receives analog and/or digital viaw 
engme ) 100 recei potentially 

t= Krtinaed video content lUo. 
readable, brand 104 to create branded 

MS1-1743US 
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' ^ " " ^ , « no buiWn 

0«.n »..os video co„« 

— - " — Z .0 . ... ^ 

o. vi.» con- - - - ^ . 

in an analog format ihe same protecUon as video 
format. 

^ r fntFr-'^'"P^^^^^'»^ .001 sends 

■^^^^ . 900 in which a headend 202 senos 

,„o„ein,p,™»-n.»»»^'«"-^"^'™""" 
^„^.„ 206 « *n, 204. »»h 

V on^; including the brandmg engine iw, 
middleware. The apphcaUon 206, mclud. g 
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MSO, » obvious. »oh the user's »«ne. »fP" 
1 .^».,oou»..ero«v.»co„«i»s»,-.^^ ^^^^^ 

5 .h.« oothe, video co«en. b«ndmg syste" 

302 about the vid«>con«nt 102, such., guide 
1 ^ds video content .02 ^d^eud.^ 302 *o.t 

„^,.od.e,ee,.n,cpto.»..*,BPO,,nfo™-^- 

„ . »e,.s s«.. ho, 0, te,ev.ion..ed co.p-. ^ ^ 

^idewh.chp,og»nso,ch«nels»soc 
h..ndingen^n..OOn»,*o«s..b..e,^.ato^"^«^ 

may retain a brand 104 in a ^j^^ 
on t,. 0. te,e..on - video -^'''-^ ^- j:^ ^. 

Video content displayed outside a title safe zon ^ 

location on one or more video tr ^^^^^.^.^^ 
' « is no. a.«»t »h. the hr^ded video eo„t«,t tOS^ . 

hut hecon. .s,b,e «hen the hrnnded v,^ e^nte^ ^ 
„».o.». distn-huti. «, ^ -■"2.1.- — 

e,en,>..,b,-.«.^..----'-'7;7;;^ . 

Show on n»., .»-"Vs, b« .hen ^nstbrted «. . 
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exaiplary brand 104 v»bl= because pe 

""^"'°"n-.«™,beaae.or»w.«e.p,«Wa>.e.««-»*' 

un, brand 104 does not need to be placed on 
,.e..en.entat.on,ane..^^^^^ 

every.a™eorscanofase.uenceofv.deo .mages. ^^^^ 

u limited resources and/orlimited processing power, an exemp ary 
204thathavehnntedresour , every "nth" scan of analog video 

"nth" frame or mcluded m every 
may be placed on every nth fram „„w every 7* frame would 

. f <>« frames per second, perhaps only every / 

exemplar, b-^ -04. Tb. exe^p.a,, W ^ 

to one implemenlatton, an exonpiaiy 

. ,.„„exWngmenubaro,overl.yme»b.n,™. Inoto 
.„mplarybnmdl04a,par.ot.pr.^.«n8 

.p,en,en-«na,a„e.e.p,a.b«.a>nsen.n.,»S»»-.— ^■ 

SSia^'S**^^ H^,OOingrea«rde«ulthanmpre..o» 
^,,^.ws»..e™p.a„b«n«».ne>0O,n.r 

„,^a>ed.Tb.b,»^inSdee,.onen^5«4™ («be, Mud = » »se 

H 5.0 Tbe personal identity infonnatio. database 506 may tot 

rdenUfie.514. Tbe brand g»e,«.. -ay 
Mstory512and.st.»=of.denulle-5' 
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. OR A nerson having ordinary skill in the 

nents than the illustrated branding engine 100. which 
or different components tnan mc 

merely as one example. ^ ,fU that may have multiple 

u identity information to be placea m 

^ »Wn . v,d.o c.,». ft- P 

. -p. P^ae. . - ' 

, P.«.s of P^son. - ■^■'^ 

, within a video ftame), the size m 301 es, directly 

rr.r— — --r—c 

...1 weeks of programming at a time, that is, uic 
p„g„,™h*gs for several ««ks«'P ^ „et.d*. re*r 502 sends 

..»eeks' worth otEPG metadata locally, inemei 

1 da reader 5»2 also interprets *e ntetadau 30.. hnt in anothe, 

1 ""7 deois,. »,ne SO. htte^re. ^ 'O. The 

„ in„,.„,»tat,o. d« biding „„,^ ,„,. c«.^npr.^ 

. j.« 102 may contain inslnictions tot branomg 

„t,l, ,he same kind of marking that ,s nsed 
o.ehannels.ayhematk^f.rhrandm^-*."*'^'"' 

^ othet BPO «.Hh.t» such as ...^r^," W WP»— 
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typeofmetadata 302 .ay indicate ina^'yesW fashion whether^ 

engine 504 should proceed with branding a given video content 102. 

If metadata 302 relevant to the video content 102 being received exists, then the 
metadata 302 may also sometimes pn^vides security infonnation to the branding decision 

engine 504 to be usedbyaprogressivebrandingmoduleSlOassociated with thebrandmg 

decision engine 504, as discussed below. 

The branding decision engine 504 receives the metadata 302 or interpretation 
from the metadata reader 502 and may be employed to decide which parts or programs 
within a video content 102 are to receive a brand 104. When the branding decision 
er^gine 504 decides to brand a video content 102 or program, an indication is sent to the 
brand generator 508 to brand the associated video content 102. 

Aprogressive branding module 510 associated with the branding decision engine 
504 may use security information received via metadata 302 to decide a security level for 
the brand 104 to be applied and accordingly, the degree or intensity of branding to use. 
sensitive video contentl02(e.g.. as designatedbyanMSOc^receiveastronger brand 

104 than unimportant video content 102. Public domain content may not receive any 
brand 104 at all. ^ decision, including a security level and/or an intensity of branding 
to use is sent to the brand generator 508. 

The branding decision engine 504 can also receive input from a personal identity 
information database 506, which includes personal identity information of or about the 
user Some of the personal identity information maybe identifiers, such as name, phone 

branding module 510 can also use other personal identity information from a "use 
history" 512. which is a record of a user's history of unauthorized video redistribution, .f 
any The use history 512 can be used like a "credU report" to assist the progre^ive 
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branding module 510 to decide the intensity of the branding to apply, in the same way 
that security level infonnation from the metadata 302 assisted the progressive branding 
module 510 to decide branding intensity If the user has a clean history, i.e., a h.gh credit 
I score, then only low intensity branding may be needed. But if the user has a low credit 
score from several incidents of unauthorized action, then the brandmg decision engine 
1 may inform the brand generator 508 to apply higher intensity branding. 

The brand generator 508 receives or has access to video content 102 for potential 
J| branding, wherein the video content 102 may be received directly from a headend 202 or 
J „aybereceivedfromalocalstoreofvideocontentl02. The brand generator 508 also 
j receives decisions about whether or not to brand a program and the associated branding 
J intensity to use from the brandmg decision engine 504, as described above. Thus, a 
Jl brand selector 516 associated with the brand generator 508 can determine characteristics 
of the brand 1 04 ba^ on the decision and security level information received. 

The brand selector 516 selects a format for the brand 104 or builds a brand 104 
that may have characteristics, such as an amount of personal identity information about 
the user to use as a brand 104, the actual personal identity information about the user to 
use in or as the brand 104. a visual size of the brand 104 relative to a display size of the 
video content 102. and a display location or locations for the brand 104 within a 
displayed image of the video content 102. 

An exemplary brand generator 508 may also include an overlay generator 518 to 
place or embed the brand 104 "in." "on." "over." or "with" the video content 102. These 
various terms are used to indicate a brand 104 being added to video content 102. In other 
words, no matter what form the video content 1 02 is in when it is output as branded video 
content 108 from a client device 204, e.g.. a set-top box. the brand 104 is combined "in" 
or "with" the video content 102 so that when the branded video content 108 is displayed 
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co»»nt (ev» fl»u^ *e v«U„ of .he .,»d >04 .ay b. by ,h, I.' s« 

cabinet, for instance). 

o.e,.ying rend^ed vi.» co„« images whieh b- i«fcn«.on ea„ be 
aispiaye^ —eiy. *e overUy g™e,a,or »S «™,es pixel, of ,h. video e.n». 
102 witotiefirenee to ereatog.m=n»o.«hich«> post fte brand 104. 

1, »„e ,™plemen,a,io„s, if «» r^ide^d vid«. oo««n, 102 is a se,«»»e of 
^ o, sca^. *e bnnd 104 may only need » be placed on even, -n*" «an,e » be 
visible tor d.t»nng me »»r*om»disrtb.«i.g*-to 

video se,««,ce plays a, 2S ftame. per second. d,en displajdng -be br»^ every 7* ^ 
may be sufBcient to provide a humanly visible brand. 

6 shows the ex^nplary progressive branding m«i«l. 510 otFig. 5 in greater 
.letarl Since the progressive branding n»d«le 510 may receive information for d«.id,ng 
a b^eding int»»i., ftom one or both of the metadata 302 and the use history 5.2. the 
p^gressiv. bra-tg module 510 may include a use Mstory reader 602 and a secunty 
level module 604 1. interpret security informatio. from ^ metadata 302 and/or the use 
history 512. 

n,. 7 shows various bnmds 104, 702. 704 placed on video content 102 accordtng 

,. . sccurrty level. A prede.»nincd security level as such may be assigned to the video 
content,02(orpr.^s within the v,deocon,entl02,byccriaintypesofEPG metadata 

302 or. a security level may be derived from the mctadMa 302 by an exemplary brandmg 
engine 100. h, a variation, the security level m».u,e 604 may det^mine the secunty 
,eve, of a prog,™ based on security cues in *e video content 102 itself (not using d» 
met^ 302) or based on mamter of the rec^tion of the vid» cont«» 102. For 
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„™p,e, *e l^ve, ™od„,. «« n,., r»d vid» ^> m and assip . 

.cv.. ot W ou, of fo» .0 all p™g.anu,ing » r=c.iv«. as a "hvc 
.^d^as.. or again, a secnn„ ..v., n»du,e 604 n,ay programmed «, a.,gn a 

,„„ri,y ,...1 of P"i-» ^= *" 

„„viea. in »n.. imp.— » l.y» " ■ 

Wnded in EPO infonnaUon revived 6om a headed 202, ,ha. indica^s each par^cnlar 
pr„^»b.br«d.d,«-m»,n.i»pl»n».-ons,*=s«uHn,leve„.bea.i^ed,o 

' WM.v» .«hni,« is »«d » animal a„ exemplary security level n„daie 604, 
,^ .ecuHly level n.«lule 604 » P«» »t » ™ ™^ ""'^ 

different brands 104 to different programs or video eontenta 102. For example, a low 
..onhty pro-am 706 may be branded wi*ast».d.rd(e.s, relatively low seotMty, brand 

m that consim of a number th« only i».ire«l, identif.es a user, dispUyed in an area of 
video content that is nsn^ly no. visible on a television set. A medimn secnty 
,08 may bebr^dedwitharelativelymediums^^ty brand 702, for example,. 

mnltipart brand 702 having a relatively obscnre m nnmber pat «,a, only indirectly 
.^entities the use,, and a nser's name p»t. bo* placed in a border o, *e rendered vde. 
c»,.en, that in usually not vistbl. on a television set. A high security program 710 may 
^ branded with a reWvely high security bra». 704, for example, a multip«t brand 704 
,„clndi„g a relanvely large m — er part plae^ in a border of *e rendered video 
content that in usually no. vis,b.e on a television set »,d a user's n»ne par. thts ume 
placed in a viewable, but nonnally «»b»usive area of *e rendered video «n,ent. 

Fis 8 shows security levels assigned to video eon«nt .02 on the basis ot a user's 
of unau^orized dissemination of video content Accordingly, in one 
implementation a use, history reader 602 in .be pro^esstve branding module 510 may 
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^ . ^ h.»ry 5.2. t., exa^K >« • P-™' »'«™-»° d«*as. 5« of . 

„„y ^gnrf . WC of bmd .04 .ha, ,eWve>y in»>cuo.., »ch a, », ,nd„eo. m 
number hidden on . border of the tendered video content. 

pro^^veiy iatger, more obvious, ^d/ornthhipartbr^d 702. U«s.,asecond-»ne 
offending user 806 ™, be .signed «, even Urger. ntor. obvion,, and/or .nore 
br«^ 704 that tnor. d.reotiy identifies *e use,. He«e, an exentplary 
progressive br-ng mod.,. 5.0 tnay ,n»ease dete^n. characteristics of brands, ^ 
as their siz. bri^tness, p«itton within an httage. ^ de^ of expos»e of pnvatc 
p^na, tdentity .tfomation as the security otthc video co«e« and/or the use history 
512 of aparticular user warrants. 



pyj^niplary Methods 

KIg 9 shows «> exemplary method 900 of bra«iing video content to deter 
nnanthori^redistributi^tofdtevideocont^t .n the flow di.^, the operations are 

^man^ed in individual blocks. The ,^o» of d« exemplary <^ ^ ^ 
perfomred in hardware and/or as mach.„e.read.h,e instructions (»,ftware or flrmware, 
„ can be executed by a processor or a device, such as a devtce that ,ncl^ an 
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exemplary branding engine 100. 

At block 902, video cont«,t .02 is teceived. The video co„t»t .02 ma, contain 
individu. P^grams and/or cbamtel. cont-ng i.^™d-a, progr«ns. ne video con.«. 
,02 may be analog or digital and may be dispUyable as a scan pattern on televistou 
e,uipm* or asoneo,mo,ev,deol*amesorh„age.ondi^t.l video display e,.ipmc«. 
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^ 10 Shows a«,*» exmp^ me*"" >000 of biding video co»o« .02 «. 

ae,» — oHzed o< ^ ^ — »»» 

^ «H..d i. i„div« bloc^. Th. op.«.ions of*. 

,0O0..ybeperfo™.d™«w=«»d'o,as.achine.,e^*.ein«*-<»'^-" 
« c». b. b, . pr.c«s., » . d..... . a devi„ d^ has » 

exemplary branding engine 100. 

At block 1002, video content 102 is received. 

At block 1004. metadata 302 related to the video content 102 is received. 
At block 1006, a security level is selected based on the metadata 302. 
At block 1008. personal identity information of a user is selected based on the 

security level selected. 

M b« 10,0. a lo««on fo, display of pe,so™l id»d.y i-m«ion wth,n 

imaSM "*» '"^ 

A, block .012, personal idc«i.y i«fon»a,i.» - i-'"""" ""^ 
f„,d.spl.ywhend,.v.deoeo«en,102i.*spl.y^",ft«.ad.,^.poin.of*w,*e 

pe^n. iden* — „ ,s oulp., as a vid» s.^ ^ '^^ 
representing the original video content 102. 
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„ shows ex»«p.a,y " """™™°' 

i„ „h.h *e suhiec, nafer, sueh as d.e branding ensln. 1C« and .«n,p,a„ »e.bods 
m 1000) may be p«.c«l A clien, de.»e 204 n«, b. a se-»p box fbr 
oable, s^elli... PVR, ove,.d,e-an, and/o, ^ disk vid~ c«n»n. 102; a 
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h-wa. »«wa,e co^ponen., a »,«»<,».enabl.d compu.ing .evic. «c. A 

«»d«»s«»e.ov»c.s4«,«,«i«»cb»n.ls.o,«eive television 
,g„.„, .s wen as additaal wneKs) «>.. ma, be cnfig.«d K, «me » • Weas, 
c^., c»,,«po»iin8 .0 " »f Oand „e».,k. AUemaUvely, -e. .102 may 
^^.„ing,e™,.r*«.iseonfis«red.ata.«a«o.s,yreeei.e— p,eda.a«ean» 

OneludingboO, program e„„,e„ta„db»ade.std.U)over.s,nglechannel. 

A client devie. 204 may also inelude one or more processors 1104 that process 
vaHous ins^edon. to eontt^l .he ope^on ol^ client device 204 >^ to comm„n,cate 
„„b other electromc and computing devices. A client device 204 can he implemented 
^th or more memory components, examples of which include a rand»n access 
memory (RAM) U06, . disk dhve 1108. a mass storage component 1110. and a non- 
volatile memory 1.12 (e g. ROM. Hasl. EPROM. EEPROM. etc., memory 
^mponents (e.g. RAM 1,0.. disk d„ve llOS, storage m^lia .110. ^ non-volatile 
memory 1 1 12) store varions infonnation and/or data such as recdved content, EPG dau, 
conngur^ton informaHot, for the ctot device 204. and/or ^cal us» int».ace 
inibrm..^.. A „o„-,olati.e memo^ 11.2 componen' *° ^ "°«^ " 
mai«ain an identifier ass».«ed with the .as. sCected confguration deftnition so that the 
^ configura^on can be seiect^l it the Cent device 204 is powered off and hack on 
again. 

Aitemativ. imp.«nenMions of a Cent device 204 c», include a range of 

pr^essing «^ memory capabilities, and may inCude more or f^er types of memory 
components th^dtose illustrated infill.. For ex^pKM-resource clients maybe 

implemented wid, substantial memory »d processtng resources, including a disk dnv. 
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p« « c.«.., - . . -.a of RAM no., n. 

,isk«v= U08,»<1 W«dp™c-smgcap*iim«.t*.pr~es»r 1.04. 

,„ wi* *e cu™. aevt. 204. A,—. ■ ^-^-^ ™ ™^ 

.e ,™p,™».^ one »' ^ ""'""'"^ " 

system 1114. 

u »thpWehree "World Wide Web"), an email 
device 204 can include a browser to browse the Web (e.g., w 

•. J « A user interface component 1120 may 

program 10 f«liW« '° °°' 

1 ■ 11 .»! ««<ailed on a processor U04 10 provide 

also be slored in non-volalile memory U 12 and executed on p 
user Interaction wilh the client device 204. 

. c.,«,. device 204 may also be implemented to mclnde olhcr compon»t, 
pertaining to a t.le.sion enter,ain™»t system «bicb are nc iUnstrated in *is example^ 
F„ insunc a client device 204 c„ inc.ode user Interace ll^ts, battel, controis, a^ 
like 10 MUtete addiUonal vie»er interacUon with the client device 204. 

Tbe iUus^^i Clent device 204 also inclndes a deader U2S te decode a 
.^cast Video si^l. sucb as an NTSC. PM, SBCAM or otber TV system video 
A Client device 204 may ^ include sucb combinations of interfaces as a 
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IJn. ...... — - " °" 

^ p„.. .^K SUCH . - ov„U, ... -=3 an -P'- ^ 

^ or ».po„«. or - 

,„,o.,,oo.,.»...an,»^a..e.o..^«B,w.o.«.- 

known as a Mezzanine bus. 
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memory Storage devices. 
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